Bonpocbl U 0OTBETbLI

Mbl O4YeHb Ccepbe3HO OTHOCMMCH K CBOMM obs3aTtenbctBam Mo
3awmTe KoHdmaeHunanbHOM U YacTHOW MH@OPMaLNM HaWKUX KIMEHTOB U
BHEOPWNN  HECKONbKO  YCOBEPLUEHCTBOBAHHbLIX  TEXHOMormnm  Ong
obecneyeHnss 6e3onacHOCTM MHMOOPMALMOHHBLIX CETEN, CcoaepKalmx
nepcoHanbHble OJaHHble HAaLNX KIMEHTOB.

Kak MHorne gpyrme rocyaapCTBEHHbIE YYPEXOEHUS U OpraHn3aumu,
Mbl MOABEPraeMcsi aTakaM CO CTOPOHbI XakepoB (B3NTOMLUMKOB), KOTOpble
MbITAOTCA B37IOMaTb HALUM KOMMbIOTEPHbIE CUCTEMbI C LIEMbI0 KpaXu
AaHHbIX. K coxaneHuto, HedaBHO Hawa KOMMblOTepHas cuctema
oKasarnocb XepTBoMn B3IloMa, BCrneacTBme KOTOPOro
HeCaHKLMOHMPOBaHHbIE NnLa Nony4Ynnun AOCTyn K HaLWWUM cepBepam.

YTo npounsowno?

C 19 anpens no 13 mas komnbioTepHbin Bupyc (W32.QAKBOT)
3apasun Hawu cetm m paboume mecta coTpyaHukoB Department of
Unemployment Assistance (DUA, Otaen nocobun no 6e3paboTtuue wrata
MaccauyceTtc), Department of Career Services (DCS, Otgen ycnyr no
npodeccrMoHanbHOM OpUEeHTaLMM) U HEKOTOPbIX LEHTPOB KOMMMEKCHbIX
ycnyr no npodeccuoHanbsHon opueHTauum (One-Stop Career Centers).
Y3HaB 00 9TOM, Mbl HEMEANEHHO NMPUHANM MEPbI, U C MOMOLLbIO KOMMaHUM
Symantec, «koTopas obecneunmBaeT 06e30MacHOCTb Hawux ceTen,
YHUYTOXWUNN  BUPYC, MOPasvBLUMA HaWWM CeTM W MHAMBMAYanNbHblE
KOMMbOTEPbI.

Kakue MuMeHHO AaHHble 6bINIM CKOMMPOMETUPOBaAHbI?

B pesynbTate 3apaxeHus Hawmx ceTel KOMMbITEPHbIE BUPYCOM,
CyWeCcTByeT BEPOSATHOCTb YTEYKM KOHPMAEHUManbHON WHgopmMauum o
HaLWX KNMeHTaxX UM COTpyAHuKax. ITa MHGopMauMs MOXET BKNOYaTb
nma 1 amMunmio, HOMep KapTOYKM coumnanbHOro obecneveHusi, agpec
3MEKTPOHHOW MOYTbl, AOMaWHMA UNKu paboumin agpeca. Y Hac ecCTb
OCHOBaHUA NpegnonaraTb, YTO TOMbKO T€ KMUEHTbI, KOTOPbIE B YKa3aHHbIN
NPOMEXYTOK BpPEMEHM nofaBanu B 3TU CNyXbbl HOBble 3adABNEHUs Unu
NPOCUNN COTPYAHUKOB 3TUX CY>XO MOMOYb UM B 3aMOfTHEHUN 3asiBIIEHUN,
n pabortogaTtenu, KOTopble NogaBanu CBOM 3asBKM B NMUCbMEHHOM BUAe,
noctpaganu OT yTedknm faHHbiX. Ecnn Bbl npoBepsinn cBoW [aHHble B
OHMNanHoBOM pexume, nonb3ysice DUA QUEST, WebCert nnn JobQuest,



M Npn 3TOM He obpallanucb 3a MOMOLWLLI K COTpyaHuWKam, To Bawwu
NepcoHanbHble AaHHble He OblM ckoMnpomMeTupoBaHbl. B HacTtosiwee
BPEMSI HalM CETU MOMHOCTbI OYMLLEHbI OT BMpYyCa, U KOMMbIOTEPLI BHE
Halen cetTn He MoryT ObiTb 3apaXkeHbl MNpWU 3anofIHEHMU OHMNANHOBbLIX
3asiBNeHnn.

Kakune Mepbl Obinun NMPUHATDLI B CBA3U C MMeBLUEeN MeCcTOo yTquoﬁ AaHHbIX?

Mbl NpoBOAMM BHYTPEHHEe paccrnefoBaHWe C Lenbl BbISIBNEHUS
NPUYMNH HapyLleHust 6e30MacHOCTM CeTU, U Mbl NPUrNAcKUIM CneunannucTos
MO KOMMbIOTEPHOW 6e30nacHOCTU, YTOObI BBECTM HOBbIE AOMOMHUTENbHbIE
3alUNTHbIE MEXaHM3Mbl N HE OOMNYCTUTb MOBTOPEHUSA YyTEYKM AaHHbIX. Mbl
Takke paboTaem ¢ opmumanbHbIMK NMUamMn Ha deepanbHOM M LWTaTHOM
YPOBHE [ONs npeAaoTBpalleHnss nodobHbiXx cuTyauui B Oygywem u
npegnpuMeM Bce Heobxoaumble OeNCTBUsl, YTOObI BbISIBUTb UM PELUUTb
npobnemy.

O3HavaeT nu 3TO, YTO A ABNAKOCDHb )KepTBOVI KpaXun NINYHbIX AaHHbIX?
Her.

ToT hakT, YTO KTO-TO MOr nonyyuTb goctyn K Bawewn mHdopmauum He
O3Ha4vaeT, YTo Bbl aBNsieTECh XEpPTBOM KPaXKW JIMYHbIX OAHHbIX, UMK 4YTO
nonyymsBliMe [OOCTYN fvua HamepeBalTcs  ucnonb3oBatb  Bawy
MHOPMAUUIO C UEenNbi COBEPLUEHUS MOLUEHHMYECKUX nenctsnn. Mel
COUYNN HyXHbIM coobwunte Bam 06 atom chakte ans Toro, 4to6bLlI Bbl
ApyHANM  Mepbl ansa obecneyeHus  3aWnTbl  OT  BO3MOXHbIX
MOLLEHHNYECKUX OENCTBUN.

Kakme warn cnegyeT npeanpuHaTb, 4TOoObl obe3onacutb cebAa?

Mbl pekomeHOyeM BceM 3adABUTENSAM UM KNWEHTaM LEeHTPOB
KOMMIIEKCHbIX YCNyr no npodecCcnoHanbHOM OpueHTauuu, a TakKke
OusHecam, KoTopble nogaBanuM B 3TU LEHTPbl 3anofiHEHHbIE BPYYHYHO
3a8BkN, OblTb 64uTENbHBIMA B OTHOLUEHWW CBOEW MepCoHasIbHON
NHopMaunm U PUHAHCOBLIX TpaHcakuui. Jluuam, kotopble ¢ 19 anpensd
no 13 mas nonb3oBanuch ycnyramm nnm 6einn knueHtamm DCS, DUA, unu
One-Stop Career Center, u npu 3TOM BO BpeMsd A0OCTyna K CBOUM AaHHbIM
B OHSIAMHOBOM pexume obpallanucb 3a NOMOLLBK K nepcoHany 3Tux



yupexaoeHun, Mbl pekoMmeHgyem obpaTtuTbCa B KpeOUTHble areHTCTBa M
nonpocuTb nNpegynpexaatbe Mx 060 BCex 3anpocax, NOCTynarwLwmx o ux
KpeOUTHbIM  UCTOPUSAM, B CBS3U C  BO3MOXHOW  MOLUEHHUYECKOW
aeatenbHocTbto (fraud alert).

Bbl nmeete npaBo Ha GecnnaTtHoe MofyyYyeHWe CBOEro KpeauTHOro
oTyeTa; Bbl Takke umeeTe npaBo Ha nosiydeHue MpeaynpexgeHnin o
nocTynarLwmx 3anpocax Ha nonyyvyeHve Bawero kpegutHoro oTtyeta (fraud
alert) n Ha OnokuMpoBaHue («3amopaxuBaHue») pgocTtyna Kk Bawen
KpeautHon uctopun. Bbel MoxeTe 3To caenatb obpaTMBLUMCL B OO4HO U3
HauMoHanbHbIX areHTcTe (6opo) no cbopy w npegocTaBreHUto
MHpopMaLmm o0 KpeamtocnocobHocTn noTpedbutenen (credit bureau). Kak
TONBbKO OAHO N3 NepeyvnCrieHHbIX HUXKe areHTCTB nosnyymT Balwwy npocb0y o
npeaynpexaeHnsax B criydae nocTynsieHns 3anpocoB o0 Bawen kpeantHom
nctopun, oHa OygeTt nepepaHa B ABa Apyrnx areHtctBa (6ropo). Kak
npaeuno, npocbba O npeaynpexaeHusix OencTBuTenbHa B TeyeHue 90
AHEeNn, HO 3TO CPOK MOXET BbITb NpoaneH. 3a aTy ycnyry (npeaynpexaeHus
O BO3MOXHOW MOLUEHHUYECKON [eATerlbHOCTM) nnata He B3uMaeTcs.
OgHako umenTe B BMAy, YTO areHTcTBa MoOryt B3umatb nnaty (5
aonnapoB) 3a TO, 4TOObl 3amMopo3unTb [OOCTYyn K Bawen kpeanTHon
NCTOPUKN, paspeLLUNTb BPEMEHHbIA LOCTYM, UKW MNOMHOCTbIO BOCCTAaHOBUTL
AO0CTYn (CHATb «3amMopaxmBaHuey) K Balwien kpegutHon nctopun. Kaxgoe
N3 Tpex KpeauTHbIX areHTCTB BecnnaTHO npefocrtaBndeT notpebutensam
NX KpeanTHble OTYeThbl OAMH pa3 B 12 mecsaueB. Huxe npnBogaTcs AaHHble
Tpex KpeanTHbIX Bopo:

«JdkBudake» (Equifax): (800) 525-6285 (http://www.equifax.com)

«dKkenupuan» (Experian): (888) 397-3742 (http://www.experian.com)

«TpaHclOHuoH» (TransUnion): (800) 680-7289 (http://www.tuc.com)

Bbl Takke MoxeTe nony4YnTb JOMOMHUTENBHYIO MHbopMaLUuio O
Kpake NUYHbIX JAaHHbIX U O TOM, Kak 06e30nacuTb CBOK NepCcoHanbHYyo
nHdopMaumio Ha HaweM Beb-canTe no agpecy http://1.usa.gov/jcLaDY,
N NO3BOHNTL B IcnonHnTenbHbIn ouc aenaptameHTa Tpyaa u
No4roTOBKU TPYAOBLIX pecypcoB no Tenedony 1-877-232-6200.

MoryT nu MHe NO3BOHUTb U3 rOCYAAapPCTBEHHbIX OPraHoOB LITaTa U
3a4aTb BOMPOCHI O MOMX NePCOHasbHbIX AAHHbIX B CBA3U C 3TUM
coobiTeM?

Mbl HWKOrga He MPOCUM KNMEHTOB MPEAOCTaBMsATb HaM Takylo
nepcoHanbHyl0 MHAOPMALMIO, Kak HOMEp KapTO4YkM CcOoLManbHOro


http://www.equifax.com/
http://www.experian.com/
http://www.tuc.com/
http://1.usa.gov/jcLaDY

obecneyeHunss (Social Security number), KpegUTHOW KapTOYKM UNK
NHpopMaumio 0 BaHKOBCKMX cveTax. Ecnu Bam no3BOHAT no TenedoHy
nUnn oTnpaesaT Bam Ha agpec anekTPOHHOW NOoYThl NPOCLOY NpeaocTaBUTb
nepcoHanbHy MHGOPMaLMo, Mbl NpocM Bac coobLNTb O TakMx 3BOHKaX
N 3MNEKTPOHHbLIX COODLEHNAX B MECTHOE OTAefNieHMe nonuumn, odguc
npokypopa okpyra (District Attorney’s Office), nnn oduc 'eHepanbHOro
npokypopa (Attorney General’s Office).

YTo pgenatb, eCnM y MeHs1 eCTb OCHOBaHUSA CYUTaTb, YTO S ABMAIOCH
XXEePTBOM KpaXXu nepcoHanbHbIX (NMUYHbIX) AaHHbIX?

Ecnn Bbl cuntaeTe, 4TO cTanm XXepTBOM KpaXu NMINYHLIX JaHHbIX, Bbl
AOITKHbI cooBbWwnTb 06 3TOM NpecTynneHun B nogpasgeneHne 6opbbbl C
moweHHn4ecTBoM (fraud division) Bawero mectHoro otaeneHnsa nonuumn.
Kpome Toro, ecnun Bel nonaraete, 4yto Bawa nepcoHanbHas nHgpopmaumsa
MOXeT OblTb MCNofib3oBaHa ANs nocTynneHna Ha paboTty, Bbl JOMKHbI
coobwmnte 06 atom B Internal Revenue Service (IRS, ®epepanbHas
HanoroBas cnyx6a) n Social Security Administration (SSA, YnpaeneHue
couunanbHOro obecneyeHus).



